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Instructions

1. Login to  https://www.hacksplaining.com/lessons
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2. Complete the two vulnerability lessons which are Buffer Overflows and Server-Side Request Forgery.



Network Security

3. Complete Passive Reconnaissance https://tryhackme.com/jr/passiverecon 

Help video: https://youtu.be/L0o3GG_hpkw 

4. Complete Active Reconnaissance https://tryhackme.com/jr/activerecon 

Help video: https://youtu.be/A0J6oVB5CaE 

5. Complete NMAP Live Host Discovery https://tryhackme.com/jr/nmap01 

Help video: https://youtu.be/19F0QostRhU 
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Network Security
Learn the basics of passive and active network reconnaissance. Understand v

how common protocols work and their attack vectors.

Passive Reconnaissance
Learn about the essential tools for passive reconnaissance, such as whois,
nslookup, and dig.

Active Reconnaissance
Learn how to use simple tools such as traceroute, ping, telnet, and a web
browser to gather information.

Nmap Live Host Discovery
Learn how to use Nmap to discover live hosts using ARP scan, ICMP scan,
and TCP/UDP ping scan.
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